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DETAILED ACTION 

i • 

Response to Amendment 

1. Applicant's amendment filed 12 March 2007 amends claims 1-3,8, 11-14, 1 7-1 9, and 22. 
Applicant's amendment has been fully considered and entered. 

Election/Restrictions 

2. Applicant's election without traverse of Species in the reply filed on 06 August 2007 is 
acknowledged. 

Response to A rguments 

3. Applicant's arguments, with respect to Yasala have been fully considered and are 
persuasive. Therefore, the rejection has been withdrawn. However, upon further consideration, 
a new ground(s) of rejection is made in view of Narin, U.S. Publication No. 2004/0003251. 

Allowable Subject Matter 

4. The indicated allowability of claims 17, 23 is withdrawn in view of the newly discovered 
reference(s) to Narin, U.S. Publication No. 2004/0003251. Rejections based on the newly cited 
reference(s) follow. 

Claim Rejections - 35 USC §102 

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 



Application/Control Number: 1 0/627,019 Page 3 

Art Unit: 2132 

6. Claims 1-3,8, 11-15, 17-19, 22, 23 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Narin, U.S. Publication No. 2004/000325 1 . Referring to claim 1 , Narin discloses a 
domain-based trust establishment model wherein two corporation servers (Figure 1 1) establish a 
trust relationship ([0096]) by receiving and storing the public key certificates ([0104]) of the 
other corporation server in their trusted identity server lists (Figure 1 1 & [0097]), which meets 
the limitations of receiving a first certificate of a first server by a second server, storing said first 
certificate of said first server in a first trusted partner list accessible by said second server, 
receiving a second certificate of said second server by said first server, and storing said second 
certificate of said second server in a second trusted partner list accessible by said first server. 
This allows employees from company B to access content from company A, and visa versa, by 
submitting a request for content access along with the employee's identity certificate, which 
includes the company's public key certificate, to the other company's DRM server such that the 
DRM server compares the received public key certificate with the public key certificates stored 
in the trusted identity server list ([0095] & [0098]), which meets the limitation of wherein access 
by a client to a resource associated with said first server is controlled as a function of said first 
trusted partner list. 

Referring to claim 2, Narin discloses that regardless of which server contains the content, 
each user contacts the server in their own department to obtain a license to access the content 
([0114]), which meets the limitation of determining an identity of said second server as a 
function of said authentication assertion reference. The user submits a license request, containing 
the identity certificate, to the DRM server ([0117]), which meets the limitation of initiating use 
of said resource by said client, wherein an authentication assertion reference is provided by said 
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client; sending an authentication request containing said first certificate of said first server to said 
second server. The DRM server determines whether the identity certificate was issued by a 
identity server in the trusted domain ([01 17]), which meets the limitation of determining if said 
first certificate is contained in said first trusted partner list of said second server. If the identity 
certificate is in the trusted domain, a license is granted to the requestor (Figure 5 A, 61 8), which 
meets the limitation of sending an authentication assertion indicating that the client has been 
authenticated from said second server to said first server when said first certificate is contained 
in said first trusted partner list of said second server. If the identity certificate is not in the trusted 
domain, then the license request is rejected ([0117] & Figure 5A, 614), which meets the 
limitation of sending an authentication assertion, indicating that said client has not been 
authenticated, from said second server to said first server when said first certificate is not 
contained. in said first trusted partner list of said second server. This allows employees from 
company B to access content from company A, and visa versa, by submitting a request for 
content access along with the employee's identity certificate, which includes the company's 
public key certificate, to the other company's DRM server such that the DRM server compares 
the received public key certificate with the public key certificates stored in the trusted identity 
server list ([0095] & [0098]), which meets the limitation of providing said resource to said client 
by said first server when said authentication assertion indicates that said client has been 
authenticated. 

Referring to claim 3, Narin discloses that the clients login to the servers with a user-id 
and password scheme ([0058]), which meets the limitation of logging-on to said second server 
by said client, and authenticating said client by said second server. 
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Referring to claim 8, Narin discloses a domain-based trust establishment model wherein 
two corporation servers (Figure 1 1) establish a trust relationship ([0096]) by receiving and 
storing the public key certificates ([0104]) of the other corporation server in their trusted identity 
server lists (Figure 1 1 & [0097]). Regardless of which server contains the content, each user 
contacts the server in their own department to obtain a license to access the content ([01 14]) : 
which meets the limitation of determining an identity said issuing server as a function of said 
authentication assertion reference. The user submits a license request, containing the identity 
certificate, to the DRM server ([0117]), which meets the limitation of initiating use of a resource 
associated with a relying server by a client, wherein an authentication assertion reference is 
provided by said client to said relying server, and wherein said authentication assertion reference 
is provided to said client by an issuing server. The DRM server determines whether the identity 
certificate was issued by a identity server in the trusted domain ([01 17]) ; which meets the 
limitation of determining if said certificate is contained in a trusted partner list of said issuing 
server. If the identity certificate is in the trusted domain, a license is granted to the requestor 
(Figure 5 A, 618), which meets the limitation of sending an authentication assertion indicating 
that the client has been authenticated from said issuing server to said relying server when said 
certificate is contained in said trusted partner list of said issuing server. If the identity certificate 
is not in the trusted domain, then the license request is rejected ([01 17] & Figure 5 A, 614) ; which 
meets the limitation of sending an authentication assertion, indicating that said client has not 
been authenticated, from said issuing server to said relying server when said certificate is not 
contained in said trusted partner list of said issuing server. This allows employees from company 
B to access content from company A, and visa versa, by submitting a request for content access 
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along with the employee's identity certificate, which includes the company's public key 
certificate, to the other company's DRM server such that the DRM server compares the received 
public key certificate with the public key certificates stored in the trusted identity server list 
([0095] & [0098]), which meets the limitation of providing said resource to said client by said 
relying server when said authentication assertion indicates that said client has been authenticated. 

Referring to claim 11, Narin discloses that the clients login to the servers with a- user-id 
and password scheme ([0058]), which meets the limitation of logging-on to said issuing server 
by said client, and authenticating said client by said issuing server: 

Referring to claim 12, Narin discloses a domain-based trust establishment model wherein 
two corporation servers (Figure 1 1) establish a trust relationship ([0096]) by receiving and 
storing the public key certificates ([0104]) of the other corporation server in their trusted identity 
server lists (Figure 1 1 & [0097]), which meets the limitations of a first server, a first 
administration module, a first trusted partner list communicatively coupled to said first 
administration module, a second server, a second administration module, a second trusted partner 
list communicatively coupled to said second administration module. This allows employees from 
company B to access content from company A, and visa versa, by submitting a request for 
content access along with the employee's identity certificate, which includes the company's 
public key certificate, to the other company's DRM server such that the DRM server compares 
the received public key certificate with the public key certificates stored in the trusted identity 
server list ([0095] & [0098]), which meets the limitation of wherein access by a client to a 
resource associated with said first server is controlled as a function of said first trusted partner 
list. 
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Referring to claims 13-15, Narin discloses that this allows employees from company B to 
access content from company A, and visa versa, by submitting a request for content access along 
with the employee's identity certificate, which includes the company's public key certificate, to 
the other company's DRM server such that the DRM server compares the received public key ■ 
certificate with the public key certificates stored in the trusted identity server list ([0095] & 
[0098]), which meets the limitation of said first administration module receives a credential of 
said second server, said first administration module stores said credential of said second server in 
said first trusted partner list, said credential comprises a certificate. 

Referring to claim 17, Narin discloses a domain-based trust establishment model wherein 
two corporation servers (Figure 1 1) establish a trust relationship ([0096]) by receiving and 
storing the public key certificates ([0104]) of the other corporation server in their trusted identity 
server lists (Figure 1 1 & [0097]). This allows employees from company B to access content from 
company A, and visa versa, by submitting a request for content access along with the employee's 
identity certificate, which includes the company's public key certificate, to the other company's 
DRM server such that the DRM server compares the received public key certificate with the 
public key certificates stored in the trusted identity server list ([0095] & [0098]). which meets the 
limitation of said client, said first server communicatively coupled to said client and said second 
server, wherein said first server further comprises a first session module, a first authentication 
module, and said second server communicatively coupled to said client and said first server, 
wherein said second server further comprises, a second session module, and a second 
authentication module. 
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Referring to claims 18, 19, 22, Narin discloses that this allows employees from company 
B to access content from company A, and visa versa, by submitting a request for content access 
along with the employee's identity certificate, which includes the company's public key 
certificate, to the other company's DRM server such that the DRM server compares the received 
public key certificate with the public key certificates stored in the trusted identity server list 
([0095] & [0098]), which meets the limitation of said second session module determines an 
identity of said first server as a function of an authentication assertion reference received from 
said client, said first session module determines a trusted status of said second server as a 
function of a certificate received from said second session module, said first session module 
provides for secure transfer of information for authenticating said client. 

Referring to claim 23, Narin discloses utilizing the SOAP environment for 
communications ([0051]), which meets the limitation of said first session module generates and 
processes SAML request and assertions contained in SOAP envelopes. 

Conclusion 

7. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Benjamin E. Lanier whose telephone number is 571-272-3805. 
The examiner can normally be reached on M-Th 6:00am-4:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 




